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acministretive procedures from that date to the present time,
(CIA Pomorsndum Ko. 6L, 26 " eptember 1947 snd Administrative
Instructions (verious cates) Subjests il Duty
C”fﬁ@ﬂ).

The Fils b :

Originelly, the filé record wer melctainsd on cerds, sise 3xS.
In respoppe to repested roQuests from duty officers the file
grew Lo cotupy sheut 20 trays of ap jcome visible index cahinet.
It wes eomverded to @& rachise record gerd mystem in the Fall
of 1951 to obteir an iwproved methed oapabls of providing more
scurete irformaticn on r current basis mnd thue satisfy the
fnerescing domends of tslephore treffic.

Zreecdure

Regulation in effect 4hat personrel stetue 2ad
chenges thercin will be revorded on prescribed forme and re-
ported to the (ffice of the Comptroller snd the Cffice of Fer-
sormel Lo eneble maintenense of & master file of igenuy wployess
for tpw.!!!.e paryoros such sp, the cwergency ylnmtng PrOgYaMs,

with this maw!Wmop&mm offisials, sdminietrative
officers and individes) staff aployses. (innex I) iull oom=
plisnce is met slvisdmed vith respect to reporting requirements,
ey i (ffine of Forwomnel dews aot recuive copies of the
MM!W)M;Mammmtnwu
pishind wpon eqrrerrion of employess from overt o covert status.

ks Tslsphons Fpom

Purgnent to Fegulation[ | the Telephone Seetion is charged
with the respoasidility of giving prierity serviss 4o the Cii
¥ateh Officer in looating dgency offieials and key employess.
{Angux ) Alse; the sestien ronders s similar sarvice te slil
suthorised jgonay afficlals, as directod, Thus, in tha event
a;mmum-nhmummrm
diction, arrvagemeds should be mads to have the nev jJurisdic-
Siom rapder the required service to the CIA Wateh Cfficer.

The Cffi0e of 0CI has sgreed via tolephons that such arrenge~

monts vill be sstisfastery.

Subisct to cartain restrictions, the Teolepheme fection slse
discharges the respommibility of providing locstor informstion
on snployoes in 1o information requests frem cutside
sources, {(Ammex 1I) The abeence of full compliance with
Regulation |mmm«auxtqmmm
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to covert status, the lsck of undurstanding and cooparation on
the part of soms staff employees 1n regard to security recuire-
mets in telephone reem procedures and over scalous action on
the part of tuildiog guards to scoommodate visitors have given
rise to problems of & recurring nsture in the telephone room,
(imnex II, Far. @) Tius, the operaiing personnel and super-
visors foel the responsibliity comprises an unjustified sdmin-
istretive burden and a potential trap for sscurity viclations
in giving out losster information.

Cther factors contribute o this feeling also. (bvicusly, fre-
quint ealls for infomstion from outside sources tie up the
switohbosrd unnecessarily. sually, suo: calls ar: lor personal
rospons, sithough, soms are official., In this respect, tie

¥ sxplained that the naturev sand length of some of the
oslls which are personal have given rise to low morals om the
part of operators when traffic i heavy. For example, after
business howrs traffic mermally averages 250 calls between S
m%?;#..mhméaw9f’.ﬁ.,méwwmbmun9

d 17 P4,

¥hils, functionally, the file record is construed currently as
s facllity in keeping with the sevvice rendered, a brosd aspest
of security is slse entirely pregent, {.e. by virtue of the
restriction on infermation periaining to employees in semi-
covert and covert status, ard, also, the pemnitivity of other
data reflested in the sards, o.g. Eynbels of organisational
osmponents which cosceivably conld be through une
warinese. Yurther, e dengar of ¢ seusitive informa-
tion insdvertently will cemtimaa %o be present as long as &
doficiency exists in addwrense Lo regulations on reporting re-
quiremsnts (innex 1) 7hus, s potemtial violstion of security
conld sccur on esunterfelt calls which in the past have besn
attenpted unsuocesafully, 1.¢. by some wnknewn person having
the nsme and extennion of s legitimute mplayee im their
possaesion snd usirg the referags in a duceitful manner to
obtain looater Ainformation.

COBC LIS T0%

Aduittedly, the volume of calls from outeide seurces during non-
dusiness howrs is insuffisicnt per e¢ %o Justify 2 transfer of
the file record to anothar Jurisdiction, Purihar, regardless
of Surisdiotionsl responsitility, eontinucus policing of the
locator system will b mecossary ¢ some exteat to losure that
changes are placed praapily inte reguircd ¢hannels.
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Fowsver, in view of the difficulties expsrienced in the tels-
room ami the seourity sspeet demeridbed atove it is bellewsu
thet the rosponsibility for dispensing locator informstion
during off duty bours ahould be placed in that organizetional
clement whiich osn enforce adhsr=nce to regulstione, rendsr the
required service sfficlently snd which possusese a device to
ensure positive idemtification of . gency smployees. That ore
panizetionsl elsment 38 the | scurity  ffice (Amnex 1.1,

S, ACTION mlOMMLMIED
8. Psped on the substanee of this study it is recommended that:

(L The file resord of hose tel:phones snd addroasce of :gency
be placed physically under the jurisdiction of
m “ecurdity Cffice.

(2) The _eeurity Uffice assume the responsibility of dispensing
lovstor information éarmg off ¢uty houre, i.e., ircluding
pervice to the (I} Wateh Uffiser, with sssipmment of such
responsibility to the night duty cificsr.

(3) The Personnel Cffice continue to assume the responsibility
of dispeneing locstor information curing business hours.

(k) The Persomnel Office, in collahoration with the Heads of
staff and epursting components, furnish to the Telsphone
fection and maintain a curreat file record of 25 or more
selsoted nemes of secretariss who might be subjeet to call
for imporiant soaferences in off duty hours.

(5) The rachine kecoyds Division, Uffice of the |omptroller,
fornish to the Office of Fersomnel copies of Form 37+ at
the time distributiom therzof is mede to the Uffice of
Eegurity; these forme to be filed im the officisl personnsl
foldars, respuettively, for refercnce to the home addresses
and telsphone vambers of enployees.

b In sdditiom to the foregoing, it is resommended further that
certain inplamenting actions contaimed in mamorsndum dated
28 Yebruary 1955 fyom the Dircctor of :ecurity e adopted (with
one exseption) s followss

(1) Publication of sn igengy notice sttention to the
provisiore of /gemety hegulstion and cspscially to 25X1
the necessity, from s seourity ity of sutmitting
ehenges in locator informaiion.
wlje
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(%) ublicetion of an agoncy pbotiece o the effsct thet sfter
bours only certsin cesigneted "key offieisls” sre authorised
to reguest and receive information on home telephons num=
bers or addresscs of semi-covert persomnel. The notice
should request each office comoexned to forwesrd to the
"eourity Cffice a list of the key officials selected in
cash office. ‘he notice should point out that the key
officials would be recuired to identify themselves by name
and badge mushey upom oslling for information.

(3) Badge dets, such s serisl mumber end scerst number, not
to be shown on any camd or in amy file not under the cone
trol of the mrity Cffice.

(L} “eeurity violations not to “e astematicslly charged for
failure o sudmit changos in locator information, IDerelic-
tion in this matter should de handled Yy sdministrative
sgtion, with a security viclatiom charged only if the cir-
cwstances warrant such astion,

(S) The precedurv to be followed after hours should not de
Umited to ealls arigineting outeide the /gency Dut ghould
slso include calls from within the igeney.

25X1A9A

Chiefl, Fanagenent :taff

ARNEX S
Amex I = Prescrided Frocedurs
Appex IT « Telephone koewm “ywten and ¥rocedure
Avaex II1 - Pyoposed jystem and Procedare
for Coe Wy ! ecurity Uffice
CORCUHENCEE

p gated 19 May for Cowves:Division concurrence.
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